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Telenor Maritime Global Privacy Notice

1. General

We value your privacy and take the protection of your personal information seriously, so it is
important to us that you understand how we collect and process personal information about you.

This privacy notice applies to the processing of the personal information that we collect about
you when you use any of our services, including any of our websites. Please read it in
conjunction with the Terms of Service of any particular service that you use, which may set out
additional service specific terms regarding the personal information we collect about you.

This privacy notice explains what personal information we collect about you, why and how we

collect and process it, and how we share it with others. It also explains the privacy rights that
you have in relation to your personal information and how you can exercise these rights.

2. Key privacy principles

Telenor Maritime’s Privacy Position can be summarised as follows:

» We are open about how we collect and use your personal information.

» We are committed to using your personal information to provide you with better and
more relevant services.

» We always take steps to ensure that we keep your personal information safe and

secure.

We believe that all our customers should enjoy the same standards of privacy protection. This is
why we apply our key privacy principles in every country in which we operate, even if the local
law sets lower standards of privacy protection. No matter where in the world we collect personal
information about you, we will process it in accordance with the following key principles:

1. We will process your personal information in accordance with this privacy notice and any
applicable laws.

2. We will tell you what personal information we collect about you, as well as why and how
we collect and process it. There will be no surprises.

3. We will only process your personal information for legitimate purposes and only for as
long as it is necessary to achieve those purposes or for as long as we are otherwise
required by applicable law to retain it.

4. We will enable you to exercise choice and control over our processing of your personal
information, not only when we are required to do so by applicable law, but also in other
circumstances in which we think this is appropriate and technically feasible.

5. We will respect the privacy rights that you have under applicable law, including your right
to access the personal information that we hold about you, correct it and keep it up to
date.
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6. We will implement appropriate security measures to keep your personal information safe
and secure.

7. We will take steps to ensure that your personal information is adequately protected no
matter where in the world we process it.

3. Who is the legally responsible party?

The Telenor Maritime entity that provides you the service(s) that you use normally determines
the purposes for which and the means by which your personal information is processed, and
therefore acts as the "data controller" as defined under EU laws and is legally responsible for
ensuring that your personal information is processed in accordance with our key privacy
principles, this privacy notice and applicable law.

When we share your personal information with another group company in accordance with the
section on How we share and disclose your personal information below, the group company with
which we share your personal information may also determine the purposes for which and the
means by which your personal information is processed and be legally responsible for ensuring
that the personal information that has been shared with it is processed in accordance with our
key privacy principles, this privacy notice and applicable law.

Some local versions of this privacy notice may be modified to reflect local legal requirements.

4. How we collect personal information about you

We collect personal information about you in three ways:

a) information that you provide to us, for instance when you subscribe for our
services;

b) information that we collect automatically when you use our services; and/or

c) information that we may obtain about you from third parties.

We explain below what personal information we typically collect about you in these three ways.

For some of our services, for example financial, music or video conferencing services, it may be
necessary to collect additional personal information about you, and/or collect personal
information in other ways and/or for purposes that are specific to that service. In such cases, our
relevant Terms of Service explain the service-specific personal information processing activities.
When you subscribe for one of our services, you will have the opportunity to review the Terms of
Service and will be asked to indicate that you accept them.

5. Information that you give us

When you sign up for one of our services or when you receive one of our services, you may
provide us with certain personal information. The types of such information may include:

(a) Your name, phone number, email address, postal address, date of birth, gender and
other information you give us when registering to receive one of our services in a store,
online or by phone.



(b)

(©)

(d)

(e)

(f)

)

(h)

(i)
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Credit or debit card information, bank account number and sort code or other
banking or payment information, as well as amounts, dates and times of any
payments that you make to us.

Your preferences regarding the services that we provide. This will usually be
collected through your service settings when setting up the service.

Information about your customer account with us, for example the type of
contract you hold with us, any service you have subscribed to, and any dates
of payment owed and received.

Records of your contact with us, for example a customer note or recording of a
call you make to one of our contact centres, an email or letter you send to us,
information about any customer support requests that you make or any
feedback that you provide to us.

Information about our communications with you, for example any customer
support requests that you make or any feedback that you provide to us.

The contact information that you provide to us if you choose to receive news
and updates from us.

The contact information and other information, such as demographic
information about you and your household, that you provide to us when you
agree to participate in one of our competitions, prize draws, research surveys
or consumer panels or provide other feedback to us regarding our products or
services.

Some of the services provided on our websites, such as appear.in or
online.no, require you to have an online account with us. If you want to set up
an account, we will ask you to give us certain personal information, such as
your name, phone number and email address, and to create a unique
password for your account. Generally, these services enable you to have a
registered owner, an individual responsible for making payments and one or
more users. If you choose to let others, such as members of your family, use
your account, you should ask them to read this privacy notice.

6. Information that we collect automatically

When you use our services, we will automatically collect certain information about you and your
device. The information that we collect automatically will vary depending on the service and the
device that you are using to access and/or benefit from our service.

We will collect information about the type of device and software that you use to access our
services, for instance whether you use an iPhone or Samsung phone, and what operating
system is running on your device.

When you use our telecommunication services, we automatically collect information about your
communications, including:

a)

b)

the phone numbers that you call/text or that call/text you;

the date and time of the calls and texts you send or receive;



c)

d)

e)

f)
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the duration of calls received and made through our network;

your approximate location at the time these communications take place, as
further explained in the section on location data below;

your browsing information, as further explained in the section on cookies
below; and

the level of service you receive from us.

When you visit one of our websites and/or use one of our online services, we collect information
concerning your terminal equipment or device and your use of our online services. Such
information usually includes:

a)

b)
c)

d)

the IP address of your terminal equipment or device, such as your PC, laptop
or smartphone;

information about your terminal equipment or device model and settings;
network information; and

details of when, where and how you used the service.

When you visit one of our websites and/or use one of our online services we may also collect the
following information:

a)
b)
c)
d)

e)

f)

9)

h)

log-in information;

browser type and version;

browser plug-in types and versions;

operating system and platform;

information about your visit including the websites from which you come to our
website, the pages on our website that you visit, and the websites you visit from

our website;

information about the services and products that you viewed or searched for on
our website;

download errors; and

length of visits to certain pages and how you interact with those pages.

The information that we collect automatically when you use our websites and/or online services
is collected through cookies and similar technologies. Click here to find out more about these
technologies and why and how we use them.

We collect information when we link our digital services with the services of third parties, for
instance when you have given us your consent and we integrate our service with social networks
such as Facebook, Instagram or Twitter. Such information usually includes:
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(a) certain general information such as the information described above (including, for
instance, information that you provide to us when you register for a service, information
that we collect automatically when you use our services (including, for instance, IP
address and information about your device), location information that we collect when
you use location based services, and other information that you provide to us or which
we collect on the basis of your consent or as permitted by applicable law); and

(b) certain service specific information, such as information that is necessary to enable us
to link your Telenor Maritime log in credentials to the third party service log in
credentials in a non-personally identifiable manner, to enable us to integrate our digital
services with the services of those third parties.

7. Information that we collect from other sources

We sometimes collect personal information about you from third parties, in connection with
services that we provide to you. We will do this only when you have given us your consent or
when we are required or allowed to do so under applicable law.

For instance when you purchase products or apply for service with us, we may obtain credit
information about you from outside credit reporting agencies to help us with customer
authentication and credit-related decisions. We also work closely with third parties (including, for
example, business partners, sub-contractors, payment and delivery services, advertising
networks, analytics providers, search information providers, credit reference agencies) and may
receive information about you from them.

When you use your social media credentials to login to or otherwise interact with a Telenor
Maritime webpage or offer, we may collect information about your social media profile, such as
your interests, “likes” and friends list. You can control this data collection via the options made
available by your social media service provider in your social media account.

We may combine the personal information that we receive from such other sources with
personal information you give to us and information we automatically collect about you.

8. How we collect location data
We collect information about your location in the following circumstances:

a) When you use our telecommunications services. For instance, we collect the
Cell ID, which is a piece of information concerning the location of your device
on our network that reveals your approximate geographical location. We need
to know your approximate location so that we can deliver mobile
telecommunications services or other location services to you.

b) When you use our location based services or you receive location based
offers, and you have given us your consent to process your location data for
those purposes. Depending on the location based service or offer that you use
and your position within our network, we may use the Cell ID and/or location
data generated by the Global Positioning System ('GPS'). GPS data reveals
much more precise information about the geographical location of your device.
For these purposes we may also use geo-fencing techniques to determine
when your device enters a defined geographical area.
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9. How we use your personal information

We use your personal information to provide our services to you, support and improve our
services, to provide more personalised and relevant services and to send you communications
about the services we provide to you.

We may also process your personal information to contact you from time to time with exciting
news and offers, as further explained in the section on How we use your personal information for
marketing purposes below.

We also use your personal information to:

a)

b)

c)

d)

f)

9)

h)

)

k)

Manage your customer relationships with us, manage and fulfil your orders,
send you invoices and purchase orders, and collect payment for our services.

Communicate with you about the services that we provide to you, send you
notices about purchases and about errors in the service, and to respond to your
gueries and feedback.

Adjust the service according to your age, including to implement parental
controls.

Provide you with an overview of the services and the parts of a service that you
have been or are currently using, tell you about changes to our service and our
Terms of Service, remind you about the benefits you enjoy as part of your
service and advise you about how to use our service to ensure you get the best
value out of it.

Monitor and record our communications with you and use that information for
training purposes, quality assurance, record details about the products and
services you order from us or discuss with you your orders or the services you
receive.

Administer our services for internal operations, including troubleshooting,
network management and network optimisation, so that we can provide you
and our other customers with a better customer experience.

Measure and understand the effectiveness of advertising we serve to you and
others, and to deliver relevant advertising to you.

Make suggestions and recommendations to you and other users of our
services about products or services that may interest you or them.

Protect and keep our service and network secure and ensure security for you
and our staff.

Investigate, prevent or take action regarding illegal activities and violations of
our Terms of Service and/or applicable law.

Meet our legal and regulatory obligations.

To create aggregated statistics about our sales, services, customers, network
traffic and location patterns, which we may provide to third parties. Such
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aggregated statistics do not include information that can personally identify you
through the use of means that are likely reasonably to be used either by us or
by any other person.

m) To research, monitor and analyse customer use of our network and services on
an anonymous or personalised basis, in order to identify general trends,
improve our understanding of our customers' behaviours and partner with third
parties to develop new services for our customers and personalise the services
we offer to you.

In many cases we aggregate and/or anonymise your personal information to an extent that it no
longer identifies you. We process such aggregated and/or anonymised data for various
purposes, including for research purposes and to help us understand our customers and how
they use our services so that we can improve our services to provide a better customer
experience or create new services.

10. How we share and disclose your personal information

We may share your personal information within our group of companies for them to process it for
the purposes listed in the section on How we use your personal information above. Our group
companies may process this personal information either independently or on our behalf, and
they will always process it in accordance with this privacy notice and applicable law.

We use partners and service providers for a variety of business purposes such as to help us
offer, provide, bill, repair, and improve our services. In such cases it may be necessary to
disclose your personal information to third parties for these purposes. We will typically share
your personal information with third parties when:

a) It is necessary to involve a third party partner, agent or other service provider
to facilitate or extend our services so that we can provide a better service to
you.

b) We engage service providers or other data processors that process your

personal information on our behalf and on our instructions. In such cases, we
will take steps to ensure that your personal information remains protected and
that the third parties with which we share it will process it in accordance with
our instructions and will not use it for their own purposes.

c) We share information with third parties that provide services (such as social
networks) that you have chosen to link with our services, to the extent that
such sharing is necessary to enable you to use these services.

d) You request that we share your personal information with a third party in
accordance with our privacy notice.

e) You have given us your consent to share your personal information.

f) We are required or allowed by law to disclose your personal information, for
example in order to protect you, us or someone else from harm or damage, or
we are required by a warrant, court order or other legal or regulatory
requirement to disclose your personal information to law enforcement
agencies, courts or other public authorities.
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0) If we decide to sell, buy, merge or otherwise re-organise our business, we may
share your personal information with prospective or actual purchasers, sellers
or partners and their advisers.

In some of the countries in which we provide telecommunications services we are required to
provide details including your name, date of birth, address and phone number to directory inquiry
services, unless you have told us that you do not want us to make such disclosure.

When we share your personal information we will take steps to ensure that the recipient will
protect your privacy, keep your personal information secure and process it in accordance with
applicable law. Such measures may include entering into appropriate contracts with third parties.

We will not sell the personal information that we process about you to third parties without your
consent.

11. How we use your personal information for marketing purposes

We would like to increase the value you get from being a Telenor Maritime customer and provide
you with more relevant information about products and services. Therefore, with your
permission, we and selected third parties may use your personal information to send you
marketing communications about products and services based on your preferences and
interests. You have choice and can control how we use your personal information for marketing
purposes. This means that we will obtain your consent before using your personal information
for marketing purposes, when we are required by law to do this. In the marketing communication
you will always be presented with an instruction on how to opt out from our communication.

Please note that if you opt out, we will stop sending you marketing communications, but we will
continue sending you communications that relate to the services we provide to you.

12. How we use cookies and similar technologies

We collect information automatically through the use of cookies, web beacons (also called clear
gifs or pixel tags), and similar technologies.

Cookies

A cookie is a text file containing small amounts of information that a website can send to your
browser, which may then be stored on your computer as an anonymous tag that identifies your
computer but not you.

Our websites use cookies to improve your user experience when you visit our websites and to
collect information about your user patterns and interests so that we can display to you online
ads that are relevant to your interests when you return to the website. You can set your browser
to notify you before you receive a cookie, giving you the chance to decide whether to accept it.
You can also set your browser to turn off cookies; however, if you do this, some of our websites
may not work properly. We also use cookies and similar technologies for analytics and
advertising purposes.

For most types of cookies, including those we use for advertising purposes, you have the right to
tell us that you do not want us to use them when you visit our websites. If you opt out of cookies
that we use for advertising purposes, we will stop using cookies, but please note that this does
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not mean that you will not see ads when you visit our websites, it only means that the ads that
you will see will not be tailored to your interests.

For more information about our use of cookies and how you can opt out, please read our
Cookies Notice. If you want to know more about cookies, check out www.aboutcookies.org.

Pixel tags

A pixel tag, also known as a clear gif or web beacon, is an invisible tag which we may place on
certain pages of our website. When you access these pages, pixel tags generate a generic
notice of that visit. Usually, they work in conjunction with cookies and record when a computer
visits a page. If you turn off cookies the pixel tag will simply detect an anonymous website visit.

A ‘smart pixel is a tiny graphics file containing a unique identifier that is embedded within an e-
mail. We may use smart pixels in our email campaigns or newsletters. They allow us to track
whether the e-mail was opened successfully and to record certain information about the
activities of the recipient(s). Users who have set their e-malil client software to refuse automatic
downloads of images within the e-mails they receive will not be served our smart pixel unless
they actively choose to download the images within the e-mail (and many e-malil clients are set
by default to refuse automatic image downloads).

13. How long we keep your personal information for

We will not keep your personal information for longer than is necessary for the purposes for
which we collect and process it, except when we are required by law to keep it for longer than
that.

14. How we protect your personal information

We have a network of privacy officers across our group companies. Their job is to ensure that
the processing of your personal information will always comply with this privacy notice and
applicable laws.

We have put in place appropriate technical and organisational security measures to protect your
personal information from unauthorised access, collection, use, disclosure, copying, modification
or disposal. Our specialist security teams review these security measures regularly.

When we use service providers or other data processors to process personal information on our
behalf, we require them to follow our instructions and apply appropriate security measures to
protect the personal information they process on our behalf.

When you log into your account to use our services with your phone number or username and
password, all data is encrypted using cryptographic protocols designed to provide
communications security such as Transport Layer Security (TLS) and Secure Socket Layer
(SSL) encryption. We employ such cryptographic protocols on all pages on our websites where
we collect personal information. To make purchases from these web pages, you must use an
TLS or SSL-enabled browser such as Internet Explorer, Safari, Firefox, or Chrome. This ensures
that your personal information remains confidential and is protected white it is transmitted over
the Internet.

If you have a user name and password to access our services, you are responsible for keeping
them secure and confidential. Where you have logged in to your account and have been inactive
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for some time, to keep your details secure and to protect your account from unauthorised
access, we will automatically log you out of the account.

15. Data exports

Our telecommunications network is international and we operate our brands in 13 countries.
Furthermore, the Internet is a truly global environment. We also use partners and service
providers in several other countries and the technical infrastructure (such as the servers) that we
and/or our partners and service providers use to provide certain services (such as our digital
services) may be located in countries outside the country in which you normally use our
services.

This means that we may transfer your personal information to countries outside the country in
which you normally use our services and outside of the European Economic Area ("EEA") so it
can be processed in a central location. Such countries may not provide the same level of
protection as the country in which you normally use our services, so when we process personal
information internationally, we take appropriate steps to ensure that your personal information is
adequately protected. Typically, such steps include carrying out data security reviews of any
recipients and putting in place contracts with such recipients.

16. Your rights

You have certain rights in relation to the personal information that we hold about you. We have
in place measures and processes to enable you to exercise your rights and ensure that we can
fulfil your requests concerning the personal information that we hold about you.

We will enable you to access the personal information that we hold about you as required by
applicable law. In countries in which there is no such requirement, where it is technically feasible
we will enable you to have reasonable and proportionate access to the personal information that
we hold about you. If you wish to access the personal information that we hold about you by
obtaining a copy, please contact us at gdpr@telenormaritime.com. Before we are able to
respond to your request, we may ask you to prove your identity and to provide further details
about your request. We will respond to your request within an appropriate timeframe and, in any
event, within any timescales required by applicable law.

We will do our best to ensure that the personal information we hold about you is correct,
complete and accurate. However, it is your responsibility to ensure that you provide us true,
accurate and complete information, and that you keep information on your online account up to
date.

17. Information about children

As a general rule, our services are not aimed at children under the age of 13, and generally we
do not intentionally collect personal information about them. If we become aware that we have
collected information about children under the age of 13 which we should not have been
collecting, we will take steps to delete the information as soon as possible, except where we are
required by law to keep it.

10


mailto:gdpr@telenormaritime.com

Telenor Maritime Privacy Notice - v 1.0 - 17 April 2018

18. Links to other websites and services

Our websites may contain links to third party websites, and some of our digital services provide
you with access to third party services (such as social networks).

We have no control over how third party websites and services process your personal
information. We do not review third party websites and services, and we are not responsible for
such third party websites and services or their privacy practices. Please read the privacy policies
of any third party websites or services that you access from our websites or services.

19. Changes to this privacy notice

This privacy notice was last updated on 17.04.2018. We may update this privacy notice from
time to time, in which case we will post a prominent announcement on our website home page
for 30 days. By continuing to use our services after that period you confirm your continuing
acceptance of this privacy notice.

Where we think it is appropriate, and in any event where we make material changes to our
privacy notice, we will also email you or text you to inform you that our privacy notice has been
updated.

If we make material changes to the privacy notice and you do not wish to accept them, you will
have 30 days in which you may terminate the service with no termination charges. If you do not
terminate the service within 30 days, by continuing to use our services you confirm your
continuing acceptance of this privacy notice. This will be explained to you in the email or text that
we will send you to inform you of such material changes.

20. Questions about this privacy notice

If you have a question, concern or complaint about this privacy notice or our handling of your
information, you can contact us by e-mail on gdpr@telenormaritime.com or by post at Telenor
Maritime, Nygaten 4, 4838 Arendal, Norway.

11
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21. Cookie Notice

Telenor Maritime's website and web-based portals use two types of cookies: Strictly necessary
cookies and may also use cookies for analytics purposes. The analytics cookies may be disabled
by changing the browser settings, but the strictly necessary cookies cannot be disabled as they
are necessary for the website to function.

Type of cookie How to block it

Strictly Necessary Cookies. These cookies are | Not applicable.
necessary to provide you with services available through
this website and to use some of its features, such as
access to secure areas. Without these cookies services
you have asked for, like shopping baskets and secure
customer account pages, would not be possible.

Because these cookies are strictly necessary for
the functionality of the website, no opt out is
available.

Analytics Cookies. These cookies collect information | You may disable any of these cookies in your
that is used either in aggregate form to help us | browser settings.

understand how the website is being used or how
effective our marketing campaigns are, or to help us
customize the website for you. This information will also
be used for the purpose of evaluating your use of the
website, compiling reports on website activity and other
analyses relating to website activity and internet usage.
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